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Whether you keep your details in a pocketbook, an email, or you just have one password for 
everything - you’re a target for fraudsters. If you make it simple for cyber-criminals or opportunistic 
employees, they will try to access your information and make use of anything available. To reduce your 
risk of fraud, keep your sensitive information secure and follow as many of these tips as possible:

Walls have ears  
Don’t speak your card details out loud in a public place. If 
overheard, your details could be used to make a fraudulent 
transaction.

Keep your personal details personal
Don’t share the combination of your name, address details and 
order number in a public forum. These can be used to commit 
identity fraud.

Keep an eye on your card 
Always ensure that your card remains in sight.  Contactless 
payments don’t require a PIN and transactions could be charged to 
your card.

Don’t be tricked by hoax callers
Unexpected calls from companies saying that they have detected a 
virus on your computer are always fraudulent. Never engage with 
the caller.

Be careful on email 
Avoid putting sensitive details into an email to any organisation.  
Emails could be interfered by people not connected to your 
transaction.

Check your statements
Keep an eye on your bank statement and query any unusual 
transactions. These may be errors or they may be fraudulent.

Don’t be afraid to ask 
Ask a call centre operative whether your card number is being 
recorded before giving out credit or debit card details over the 
phone. 

Check for the padlock 
Only purchase from a site with TLS (Transport Layer Security) 
technology. Look for the padlock on the address bar of your 
browser.

If in doubt, hesitate 
The convenience of online services can lead us to ignore the risks 
and put our bank details in jeopardy.

Refresh your passwords
Regularly change your passwords and make sure they include a 
combination of letters and numbers. Your oldest passwords may be 
the easiest to guess.

Don’t be too social
Never share your personal details in a Tweet or a Facebook 
post. These are not secure and your information could be used 
fraudulently.

No comment 
Never enter your card details into a site’s comment window. This 
isn’t secure and can potentially be seen by anybody visiting the site.

Call your friends 
If you receive emails from friends asking for money may often be 
fraudulent. Call or text your friend if concerned about their safety.
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